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Parameterized Analysis Example:

Must Alias for Type State

Abstraction: track variables x and y.

// xLl, yL
x = new FileReader(/*...*/); // x open, y.L
y = X; // xy open
y.close(Q); // xy closed
// assert x is closed /)

// assert x is opened // X



Parameterized Analysis Example:

Must Alias for Type State

Abstraction: track variable x.

x = new FileReader(/*...%*/);
y = X,
y.close(Q);

// assert x is closed
// assert x 1s opened

// xL

// Xx open
// Xx* open
/7 xx L
/) X

/7 X



Parameterized Analysis Example:

Alias with Call Context

void a() {
c(new Object(), new Object());
}
void b() {
Object x = new Object(); c(x, x);
}
void c(Object x, Object y) {
assert (x '=y);
}

OK in contexts [c, a, ], and NOKin [c, b, ]



Parameterized Analysis Example:

Alias with Call Context

void a() {
c(new Object(), new Object());
}
void b {
Object x = new Object(); c(x, x);
}

void c(Object x, Object y) {
assert (x '=y);

}

Unknown in context [c, #]



The Problem
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Query: Could this bad thing happen?
Problem: Is the answer Yes for all abstractions?



The Model

mij:{0,1,...,n—1} are parameters
m X, Y,z are abstractions
they assign integer values to parameters

m u,v are are parameter masks
they assign boolean values to parameters

m f is the analysis
m g(x) is the local provenance at abstraction x
m /1 is the global provenance



The Model

f:(n—-w)—2
g:n—->w)—>mn—-2)-2
h:(nXw)—>2)—>2

F(x) 2 R(AG, k). x(i) =k)

g() () 2 h(AG, k). x(i) = k Au(i))
x<y= f(y) < f(x)
x<y>=h(x)<h(y)



Simple Properties

For all x, the boolean function g(x) contains more
information than the value f(x).

g(x)(Ai. 1)
= h(A(G, k). x(D) =k A (M. D))
= h(A(G, k). x(D) =k)
= f(x)



Simple Properties

For all x, the boolean function g(x) is monotonic.

Hypothesis: u < v

g(x)(u)

h(A(i, k). x(i) =k Au(i))

h(A(i, k). x(i) =k ANv(i)) by hypothesis
g(x)(v)

I IA



Simple Properties — Details

h(A(i, k). B) < h(A(i, k). C)

(A, k). B) < (A, k). ©)

Y(i, k) (B <C(C)

(x(i)=kAu(i)) < (x(i)=knov(i))
u(i) <o)

Vi (u(i) < v(i))

(Ao u(i)) < (Ai. (7))

u<v
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Prediction Lemma

Local provenance lets us predict the result for other
abstractions.

Hypothesis: If 1(7), then x(1) = y (7).

g(y)(u)

h(AG, k). y(i) = k A u(i))
h(AG, k). x(i) = k)

fx)

M IA



Prediction Lemma

Local provenance lets us predict the result for other
abstractions.

Hypothesis: If 1(7), then x(1) = y (7).
g(y)(u)

h(AG, k). y(i) =k Au(i))
h(A(i, k). x(i) = k)

f(x)

M IA

Combined with the anti-monotonicity of f it predicts
even more!



Impossible Queries

Local provenance sometimes lets us decide that
the analyzer always answers Yes. Lingo: the query
is impossible.

Corollary

If g(y)(Ai. 0) for some y : n — w, then f(x) for
allx :n - w.



Representation of Local Provenance

For which g is @ monotonic?

a(u) 2 Vg (B(u,w,q) — q)

Types:

a:(n—>2)—>2
B:((n—>2)yx(m—>2)x2)—>2
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Representation of Local Provenance

For which g is @ monotonic?

a(u) 2 Vg (B(u,w,q) — q)
—a(u) = Jwdg (B(u,w,q) A -q)

Types:

a:(n—>2)—>2
B:((n—>2)yx(m—>2)x2)—>2



Representation of Local Provenance

For which g is @ monotonic?

a(u) 2 Vg (B(u,w,q) — q)
—a(u) = JwIg (B(u,w,q) A—q)
—a(u) = Jw B(u,w,0)

Types:

a:(n—>2)—>2
B:((n—>2)x(m—>2)x2)—2



Representation of Local Provenance

For which g is @ monotonic?

a(u) 2 YwYq (B(u,w,q) — q)
—a(u) =JwIq (B(u, w,q) A —q)
—a(u) =dw f(u, w,0)
u(QuM)u2)...u(n—-1)=1011100111001
Types:

a:(n—>2)—-2
B:((n—>2)yx(m—>2)x2)—>2



Representation of Local Provenance

For which g is @ monotonic?

a(u) 2 YwYq (B(u,w,q) — q)
—a(u) =JwIq (B(u, w,q) A —q)
—a(u) =dw f(u, w,0)
u(QuM)u2)...u(n—-1)=1011100011001
Types:

a:(n—>2)—-2
B:((n—>2)yx(m—>2)x2)—>2



Representation of Local Provenance

For which g is @ monotonic?

a(u) 2 Vg (B(u,w,q) — q)
—a(u) =3w3g (B(u,w,q) A—q)
—a(u) = 3w B(u, w,0)

Types:

a:(n—>2)—>2
B:((n—>2)x(m—>2)x2)—2

If B is anti-monotonic in u, then « is monotonic.



Let 5(u, w, q) be the conjunction of

1u(0) —» w(0)
u(l) - w(l)
w(0) —» w(l)
w(1) —» w(0)
w0) Aw(l) —¢q



Let 5(u, w, q) be the conjunction of

1u(0) —» w(0)
u(l) - w(l)
w(0) —» w(l)
w(1) —» w(0)
w0) Aw(l) —¢q

The models of a are 01, 10, 11. Indeed monotonic.



Refinement

Given constraint sets 31, . .., B, representing local
provenances g(x1) = a1,..., g(xx) = ak, find an
abstraction x for which the prediction lemma
together with the anti-monotonicity of f do not

imply f(x).
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Where Next?

m Details and experimental results in
On Abstraction Refinement for Static Analyses
in Datalog, PLDI 2014

m Implementation in jChord


https://code.google.com/p/jchord/

It has often been said that a person does
not really understand something until after
teaching it to someone else. Actually a
person does not really understand
something until after teaching it to a
compulter.

Donald Knuth



